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Automated Security Ticketing

OVERVIEW

JFrog Xray is the universal software composition analysis (SCA)
solution that enables DevSecOps teams to proactively identify
open source vulnerabilities and license compliance violations
before they manifest in production.

Atlassian Jira is the issue tracking and project management
used by agile development teams to track bugs, stories, epics,
and other tasks.

Xray's built-in integration with Jira enables automated creation of
Jiraissue tickets from the results of Xray deep security scanning
of packages, builds, and release bundles in Artifactory.

Once configured, every time Xray discovers a known security
vulnerability or license policy violation, it will request a Jira
project to create a new issue ticket for that threat. This helps
notify developer, security, and quality assurance teams of new
threats, and empowers those teams to prioritize and resolve
them.

Getting these security notifications in a Jira project makes it
easier and more convenient for agile teams to track these
threats along with other bugs in the industry-standard issue-
ticketing tool they use every day.

Through Jira, teams can quickly assess, prioritize and address
Xray-detected security and compliance issues, minimizing their
potential impact and helping to ensure your organization is
releasing software that's safe and compliant.

This feature can be used in conjunction with the JFrog Artifactory
App for Jira to also link Xray-created issue tickets to the builds
where they are resolved.

BENEFITS OF INTEGRATION

Automate issue ticketing of Xray-identified
vulnerabilities and violations to a Jira project

Use Xray rules and policies to limit ticket creation

Integrate threat reporting and resolution into
existing project issue management

JFrog security research adds to comprehensive
threat information in ticket

No add-on or plugin required

Secure connection with authentication

For more info see:
|Frog documentation



https://www.jfrog.com/confluence/display/JFROG/Xray+Jira+Integration
https://www.jfrog.com/confluence/display/JFROG/Xray+Jira+Integration

INTEGRATION FEATURES

Jira issue tickets automatically created by Xray include

Mogtum

comprehensive information about the impacted components,
descriptions of the vulnerability, and enhanced information
from JFrog security research. Xray can be configured to also
include Jira project custom tag labels and custom mapping.

CVE: CVE-2014-3574
Type: Violation

Issue ID: XRAY-55629

I Issue Ticket: SAM-110 ]

Infected Component: gav://poi:poi:3.0
Package Type maven

Policy Names: test-security-policy
Provider: JFrog

Vulnerability Published Date: 2017-07-05T11:31:09.175Z

References: http:/iwww.securityfocus.com/bid/69648
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Xray also adds a link to the newly created Jira issue in the details of
the violation record, providing ready access to the Jira ticket through

the Xray violations report.
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USE CASES

= Developers - Provides immediate notification of Xray-discovered security threats in a way that's integrated into the established

project management workflow

= SecOps - Helps security teams notify of and track all violations found by Xray

= Quality Assurance - QA teams can monitor the impact of threats, and track time to resolution
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ABOUT

JFrog empowers thousands of DevOps organizations globally
to build, secure, distribute, and connect any software artifact
to any environment using the universal, hybrid, multi-cloud
JFrog Platform.

Start For Free: [frog.com/start-free/
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Copyright © 2022 JFrog LTD. JFrog, the JFrog logo, and JFrog
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may be trademarks of their respective companies.

Request your personalized Artifactory demo at jfrog.com/demo
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