California Consumer Privacy Act Employee & Applicant Privacy Notice
The California Consumer Privacy Act of 2018, (“CCPA”) gives California residents rights and control over their Personal Information. JFrog provides this statement to those residents ("you") in accordance with requirements under the CCPA to make certain disclosures about the collection and processing of their Personal Information.

JFrog (“JFrog“,“us” or “we”) respects the privacy of its applicants and employees (“Consumers” or “you”). We are committed to protecting the personal information that you share with us. We believe that you have a right to know how and why we collect your information and to know what measures we take to protect it.

This EMPLOYEE & APPLICANT PRIVACY NOTICE FOR CALIFORNIA RESIDENTS applies solely to JFrog employees & applicants who reside in the State of California (“consumers” or “you”) when you visit the our recruiting Website (the “Website”). Any terms defined in the CCPA have the same meaning when used in this notice.
We Do Not Sell Your Personal Information
Under the CCPA, a business that sells California residents' Personal Information to others:
1. must give notice to California residents before selling their Personal Information to others; and 2. must provide the right to opt out of the sale of their personal information.

JFrog does not sell Personal Information, including Personal Information of anyone under 16 years old. Thus, these notification and opt-out requirements do not apply to JFrog.

Your Rights Under the CCPA

The CCPA provides California residents with certain rights related to their Personal Information. To submit a request based on these rights, please contact us at Privacy@jfrog.com

When receiving a request, we will verify that the individual making the request is the resident to whom the Personal Information subject to the request pertains. Only you, or a person that you authorize to act on your behalf, may make a request related to your Personal Information. Verifying your request will require you to provide sufficient information for us to reasonably verify that you are the person about whom we collected Personal Information, or a person authorized to act on your behalf (e.g., previous transactions of person to whom request relates).
Please note that we may charge a reasonable fee or refuse to act on a request if such request is excessive, repetitive, or manifestly unfounded.
With respect to their Personal Information, California residents may exercise the following rights:  

Right to Know and Access. You may submit a verifiable request for information regarding the: (1) categories of Personal Information collected or disclosed by us; (2) purposes for which categories of Personal Information are collected by us; (3) categories of sources from which we collect Personal Information; (4) categories of parties with whom we share that Personal Information with; and (5) specific pieces of Personal Information we have collected about you during the past twelve months (also called a data portability request). You may only make such requests twice (2) per every twelve (12) months.
Right to know whether your Personal Information is sold or disclosed for a business purpose and to whom. California residents have the right to request from a business that sells or discloses Personal Information for a business purpose separate lists of the categories of Personal Information collected, sold or disclosed for a business purpose in the preceding 12 months, including the categories of third parties to whom the Personal Information was sold or disclosed for a business purpose.
Right to say no to the sale of your Personal Information. As explained above, the CCPA requires businesses that sell Personal Information to allow residents the ability to opt out of the selling of their information.
Again, JFrog does not sell Personal Information.
Right to non-discrimination of service or price if you exercise your privacy right. The CCPA prohibits businesses from discriminating against a California resident for exercising any of their rights under the CCPA, including by
· denying goods or services
· charging different prices or rates for goods or services, including through the use of discounts or other benefits or by imposing penalties
· providing a different level or quality of goods or services
· suggesting that the person exercising their rights will receive a different price or rate for goods or services or a different level or quality of goods or services

Right to Delete. California residents have the right to request that a business delete any of their Personal Information that the business collected from them, subject to certain exceptions. Please note that a record of your deletion request may be kept pursuant to our legal obligations.
Response Timing and Format. We endeavor to respond to a verifiable consumer request within 45 days of its receipt. If we require more time (up to 90 days), we will inform you of the reason and extension period in writing.  If you have an account with us, we will deliver our written response to the email address associated with that account. If you do not have an account with us, we will deliver our written response by mail or electronically, at your option. Any disclosures we provide may only cover the 12-month period preceding the verifiable consumer request’s receipt. The response we provide will also explain the reasons why we cannot comply with a request, if applicable. For data portability requests, we will endeavor to select a format to provide your Personal Information that is readily useable and should allow you to transmit the information from one entity to another entity without hindrance.
We do not charge a fee to process or respond to your verifiable consumer request unless it is excessive, repetitive, or manifestly unfounded. If we determine that the request warrants a fee, we will tell you why we made that decision and provide you with a cost estimate before completing your request.
Submit Requests. To exercise your rights under the CCPA, you can:
1. Email us at Privacy@jfrog.com; or
2. Call us at +1-408-329-1540

Our Handling of Personal Information 
We collect Personal Identifiable Information, as detailed above. The below examples of Personal Identifiable Information provided for each category are taken from the CCPA and are included to help you understand what the categories mean. The examples are not meant to indicate what we actually collect or disclose, and more information about our specific practices can be found in this Privacy Policy below.

In particular, we have collected the following categories of Personal Information from consumers within the last twelve (12) months:
	Category
	Examples
	Collected

	A. Identifiers.
	A real name, alias, postal address, unique personal identifier, online identifier, Internet Protocol address, email address, account name, Social Security number, driver's license number, passport number, or other similar identifiers.
	YES

	B. Personal information categories listed in the California Customer Records statute (Cal. Civ. Code § 1798.80(e)).
	A name, signature, Social Security number, physical characteristics or description, address, telephone number, passport number, driver's license or state identification card number, insurance policy number, education, employment, employment history, bank account number, credit card number, debit card number, or any other financial information, medical information, or health insurance information. Some personal information included in this category may overlap with other categories.
	YES

	C. Internet or other similar network activity.
	Browsing history, search history, information on a consumer's interaction with a website, application, or advertisement.
	Yes

	D. Sensory data.
	Audio, electronic, visual, thermal, olfactory, or similar information, such as video recordings.
	YES

	E. Professional or employment-related information.
	Current or past job history or performance evaluations.
	 YES



We obtain the categories of Personal Information listed above from the following categories of sources:
Directly from you. For example, when you fill out an application on the Website. 
Indirectly from you when visiting our Website. For example, usage information collected automatically in the course of your interaction with our Website.
From service providers that contract with us in connection with our recruitment process. For example, from vendors such as HR recruitment agencies.


Use of Personal Information
We may use or disclose the Personal Information we collect to operate, manage, and maintain our business, for our employment purposes, and to otherwise accomplish one or more of the following business purposes:
· To fulfill or meet the reason you provided the information. For example, if you share your name and contact information to apply for a position, we will use that Personal Information in connection with your employment or potential employment.. 
· To administer and inform you about compensation and benefits or information relating to your employment or potential employment.
· To comply with federal, state, or local laws, regulations and internal policies.
· Exercising and defending legal claims.
· Performing accounting, audit, and other internal functions, such as administration of our records retention process.
· To process your requests. 
· To provide you with support and to respond to your inquiries, including to investigate and address your concerns and monitor and improve our responses.
· To personalize your Website experience. 
· To respond to law enforcement requests and as required by applicable law, court order, or governmental regulations.
· As described to you when collecting your Personal Information or as otherwise set forth in the CCPA.
· To evaluate or conduct a merger, divestiture, restructuring, reorganization, dissolution, or other sale or transfer of some or all of JFrog’s assets, whether as a going concern or as part of bankruptcy, liquidation, or similar proceeding, in which Personal Information held by JFrog about our Website visitors is among the assets transferred.
JFrog will not collect additional categories of Personal Information or use the Personal Information we collected for materially different, unrelated, or incompatible purposes without providing you notice.
Collection and Disclosure of Personal Information
In the preceding twelve months since this notice was last updated, we have collected Personal Information from general sources including you, your use of our services, your devices, our affiliates, our customers, our vendors, and our service providers. More specific information about Personal Information we collect is laid out in this notice and in our Privacy Policy above, which we update from time to time.
As also explained in our Privacy Policy, we share your Personal Information with the following parties: 
1. Affiliates.
2. Vendors and service providers, including for data analytics and marketing. 
3. External providers integrated into our services for our operational business purposes.
4. Third parties as required by law and similar disclosures.
5. Third parties in connection with a merger, sale, or asset transfer.
6. Other third parties for whom we have obtained your permission to disclose your Personal Information.

Changes. We reserve the right to amend this Employee & Candidates Privacy Notice at our discretion and at any time. You are responsible for periodically visiting the JFrog website and this Employee & Candidates Privacy Notice to check for any changes.

Contact Information
If you have any questions, comments, or concerns about our processing activities, or you would like to exercise your privacy rights, please email us Privacy@jfrog.com or write to us at:
Postal Address:
JFrog, Inc.
270 E. Caribbean Drive
Sunnyvale, CA 94089









